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WHKOHT WHcTpykuwms no skcnnyatauum MK OMTU UK. OO, ) MHCODT

1 BBegeHue

MporpammHoe obGecneveHne «MHKOHT. lMporpammubin komnnekc OMNTU UK.ONOLO» — 3aTo
pelleHne, KOMNIIEKTYeMOe U3 NporpaMMHbIX MOAYNeNn, NnpegHasHavyeHHoe AMs co34aHus NporpaMMHo-
TEXHUYECKNX KOMIMMEKCOB OOHOHarnpaBfeHHoW nepegadn unHopmMaumm, He copepxawen cBedeHun,
COCTaBMAOWNX FOCYOApCTBEHHYIO TaWHy, COOTBETCTBYKOLWMX TpeboBaHusM Mo 6Ge3onacHoCcTU
WH(pOpMaLMK, YCTaAHOBMEHHbIM B OOKyMeHTe «TpeboBaHuMsa Mo 6e3omacHOCTM UHOPMAaLMMK,
yCTaHaBnuBarwLme ypoBHU OOBEPUS K CpeacTBaM TEXHUYECKOW 3almTbl MHopMaumMm n cpeactsam
obecneyeHnsa 6e3o0nacHOCTN MHPOPMaUMOHHbIX TexHonoruny (PCTIK Poccun, 2018).

MporpammHoe  obecrniedyeHMe  npu3BaHO  obecneynTtb  OAHOHanNpPaBneHHy  paboTy
ABYHanpaBneHHbIX TEXHOOrMYECKUX MPOMBILLIEHHbLIX NPOTOKONOB CBA3U B YCNOBUAX HEBO3MOXHOCTU
opraHusaumm obpaTHOro KaHana cBs3u.

MporpammHoe obecnevyeHme CoCcTonT u3 AByxX KOMMOHEHTOB (Cm. PucyHok 1):

1) KnneHt — cnyx6a, KOoTopas BbIMOSHAET MNOAKMIOYEHNE K CepBepy WCTOYHMKY [OaHHbIX
MPOMbILUNIEHHOrO MPOTOKONa, MPOBOAUT LMKIMYECKOE WNN COOLITUAHOE CYMTbIBAHWE [aHHbIX
COrnacHoO 3afaHHOM KOoHdurypauuu, npeobpasoBaHWe MOMyYeHHbIX AaHHbIX W nepegady no
OAHOoHanpaBfneHHOMY MHTEpPdENCY.

2) CepBep — cnyxba, koTopas nonyyYaeT [AdaHHble OT KIMeHTa N0 O[HOHanpaBlieHHOMY
nHTepdgency, npeobpas3oBbiBaeT MOMyYEHHble AaHHble, MyonuMKkyeT AaHHble  COrflacHo
cneumdpuKkaumamM npoMbILLNIEHHOTO NPOTOKOMa, OOHOBNSAET MHAOPMaLUUIO NO Mepe NOCTYMNSEHUSs
HOBbIX JAHHbIX OT KNMEHTa 3a ogHOHanpaBneHHbIM UHTepdEeNCoM

MporpammHbIi Komnneke ONTU UK. OO

Cny>x6a KnneHT —H— Cnyx6a cepsep

Knuent
NPUEMHWK
OaHHbIX

Cepsep
WUCTOYHUK
OaHHbIX

PucyHok 1 CTpykTypa B3anmogencTansi KOMNOHEHTOB
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MHKOHT UHcTpykumsa no akcnnyatauum MK ONTU UK.OWOO

2 YnpaBneH

ne

2.1 OC Linux

¥ MHCO®T

YnpasneHve npoBepoyHbIM 3k3emnnspoM 1O ocyuwectensetca cpeactsamm OC Linux, a
WMEHHO NOACUCTEMON NHMLMANu3aLmm 1 ynpaeneHus cnyxbamm systemd.

Ha npumepe Hwke nokaszaHO ynpaBneHwe nporpaMmMHbiM obecrneyeHnem B UCMOMHEHUM
DiodeOPCUA. YnpasneHue Opyrumu crnyxbamu BbIMOMHAETCA aHanorMyHo, HaMMeHOBaHUS Cryxo
npuBedeHbl B Tabnvua 1. Bce komaHabl BbINOMNHALTCA B TepmuHane OC.

OcTtaHoBKa:

sudo systemctl stop ddopcuaclient.service

B pesynbTaTe komMaHgbl ocTtaHoBku MO B TepMuHan HWYero He BbIBOAMTCA. [ANa npoBepku
COCTOSIHUSA CIyObl, HE06X0OMMO BbINONHUTE KOMaHAY A5 NPOBEpPKM cTaTyca:
sudo systemctl status ddopcuaclient.service

PesynbT

art.

® ddopcuaclient.service - ddOPCUAclient
loaded (/etc/systemd/system/ddopcuaclient.service; disabled; vendor preset: enabled)
inactive (dead)

Loaded:
Active:

Map 15 10:4
Map 15 10:4
Map 15 10:4
Map 15 10:4
Map 15 10:4
Map 15 10:4
Map 15 10:4
map 15 10:4
Map 15 10:4
Map 15 10:4

3anyck:

4:00 rxhost
4:02 rxhost
4:02 rxhost
4:02 rxhost
4:02 rxhost
4:02 rxhost
4:02 rxhost
4:02 rxhost
4:02 rxhost
4:02 rxhost

systemd[1]: Stopping ddOPCUAclient...

ddOPCUAclient[17855]: server id 1

ddOPCUAclient[17855]: server urll opc.tcp://127.0.0.1:48110
ddOPCUAclient[17855]: server url2

ddOPCUAclient[17855]: subscription id 1
ddOPCUAclient[17855]: subscription interval 500

systemd[1]: ddopcuaclient.service: Killing process 17858 (ddOPCUAclient) with signal SIGKILL.

systemd[1]: ddopcuaclient.service: Succeeded.
systemd[1]: Stopped ddOPCUAclient.
systemd[1]: ddopcuaclient.service: Consumed 1.256s CPU time.

PucyHok 2 BeiBog komaHAbl systemctl status

sudo systemctl start ddopcuaclient.service

B pesynbtate komaHabl 3anycka MO B TepmuHam HuWYero He BbiBoAMTCH. [ns npoBepku

COCTOSIHUSA CNyX0Obl, HEO6XOANMO BbINONHWTL NPeablayLLY0 KOMaHAyY AnsS NPOBEPKM cTaTyca:

® ddopcuaclient.service.— ddOPCUAclient

Loaded:
Active:
Process:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

map 15 180
map 15 10

14.1M
2.035s

loaded (/etc/systemd/system/ddopcuaclient.service; disabled; vendor preset: enabled)
active (running) since Fri 2024-03-15 10:32:25 MSK; 2min 14s ago

16434 ExecStartPre=/bin/sleep 5 (code=exited, status=08/SUCCESS)

16450 (ddOPCUAclient)

14 (limit: 4915)

/system.slice/ddopcuaclient.service

16450 /opt/dd/ddOPCUAclient/ddOPCUAclient —-c /etc/dd/UAclientIC.ini
16455 /opt/dd/ddOPCUAclient/ddOPCUAclient —c¢ /etc/dd/UAclientIC.ini

:32:20 rxhost systemd[1]: Starting ddOPCUAclient...
:32:25 rxhost systemd[1]: Started ddOPCUAclient.

PucyHok 3 Crniyx6a ycneLuHo 3anyLieHa
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MHKOHT UHcTpykumsa no akcnnyatauum MK ONTU UK.OWOO

Tabnuua 1 MNepeyeHsb MO ¢ ykasaHnem cnyxbbl B systemd

¥ MHCO®T

WcnonHenue MO 7 HanmeHoBaHue cnyxobl
_ KNUeHT ddopcuaclient.service
DiodeOPCUA .
cepBep ddopcuaserver.service
. KITMEHT dd104client.service
DiodelEC60870-104 .
cepBep ddl104server.service
) KIMUEHT ddfileclient.service
DiodeFILE . -
cepBep ddfileserver.service
_ KNUeHT DiodIEC61850Client.service
DiodelEC61850 . .
cepBep DiodIEC61850Server.service
_ KNUEeHT diodModBusClient.service
DiodeModbus _ :
cepBsep diodModBusServer.service
_ _ KNUEeHT DiodEmailClient.service
DiodeEmail : : :
cepsep DiodEmailServer.service
DiodeSNMP KNUEeHT DiodSnmp.service
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WHKOHT WHcTpykuwms no skcnnyatauum MK OMTU UK. OO, ) MHCODT

2.2 OC Windows

YnpasneHue npoBepoyHbIM ak3emnnspom N0 ocyuectensaeTcs rpacdpmnyeckumm cpegctesamm OC
Windows 4Yepes KOHCOMb OCHACTKM Services.msc.

[ns Bbl3oBa yKaszaHHOW KOHCOMKW, HeobXoAMMO Haxodsdcb Ha pabovem cTone HaxaTb
KombuHaumo knaesmw Win+R n BBecTn B cTpoky BBoga Open Ha3BaHME KOHCOSN: Services.msc

Run X

: Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

Open: I services.ms(| o

Cancel Browse...

PucyHok 4 BbizoB ocHacTku Services

HaxaTtb OK. B OTKpbIBLLEMCSI OKHE B nepeyHe cnyx6 HamTu ak3emnnspbl nposepoyvHoro MO
cornacHo Tabnuubl 2.

Tabnuua 2 MNepeveHb MO B nepeydHe cnyx6 OC Windows

NcnonHenue MO Tun HanmeHoBaHue criyx6bl
_ KNMUEHT IC_ddFILEclient
DiodeFILE =
cepsep IC_ddFILEserver
, KNMUEHT IC_ddOPCclient
DiodeOPCDA =
cepBep IC_ddOPCserver

Ha npumepe Hwke nokasaHO ynpaBreHWe nporpammMHbIM OGecrneyeHMemM B WCMOSTHEHUM
DiodeFILE. YnpaBneHue gpyrumum cnyx6amum 13 tTabnuupbl 2 BbINOMHAETCA aHanorM4Ho.

OkHO ocHacTku Services npegctasnseT cobon Tabnuuy. B Tabnuue B ctonbue Status HanpoTue
NHTEpecyoLLEen CNny0bl ykasaHO €€ COCTOsIHME: ecrniv none nycToe — cnyba ocTaHOBNEHa, ecrniv B nosne
ykaszaHo Running — cniyx6a 3anyweHa u paboTaer.
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WHKOHT WHcTpykuwms no skcnnyatauum MK OMTU UK. OO, 7 ) MHCODT
BoigenuTb B nepeyHe cnyx06y IC_ddFILEclient, BbI3BaTb KOHTEKCTHOE MEHIO MPaBOW KHOMKOW

MbILLUW Ha Ha3BaHUK cnyx6bl M HaxaTb Start

4 Services - a X

File Action View Help

e |mEc=z HE »enw

. Services (Local) r,‘(,s Services (Local)

IC_ddFIiLEclient Name Description Status Startup Type Log Or A
“o1|C_ddFILEclient Manual

Start the service €2 1C_ddFlILEserver Start Manual Local S
&}1C_ddOPCclient Stop Manual Atxhos
\C;’;IC_ddOPCserver Pause Manual Local S
-S;*;IKE and AuthlP IPs Resume Running  Automatic (T... Local S
-lenfrared monitor s Restart Manual Local S
&k Intel(R) Capability Manual Local S
&) Intel(R) Content P All Tasks > |Running Automatic (T... Local$
»S;?; Intel(R) Conten.t P Refresh Runn?ng Manual : Local S
&k Intel(R) Dynamic £ Running  Automatic Local S
G Intel(R) Graphics € Properties Running  Automatic Local S
»S;’;Intel(R) HD Graphi Help Running  Automatic (T... Local S
&k Intel(R) Managem Running  Automatic Local S

PucyHok 5 BbiGop cnyx6bl Ans ynpaeneHus

I'Ipouecc 3anycka CJ'Iy)K6bI conpoBoXaaeTcd BCnIibiBakOWMM OKHOM. Mocne 3anycka 3TO OKHO
3aKpoeTCcA aBTOMaTUYECKN.

Service Control X

Windows is attempting to start the following service on Local Computer...

IC_ddFILEclient

Close

PucyHok 6 3anyck cryx0bl
Mocne ycnelwwHoro 3anycka crnyxbbl €€ ctaTyc nameHuTca Ha Running.

G4 Services - O X
File Action View Help

& D EE=z HE >»®nw

£, Services (Local) . Services (Local)

IC_ddFILEclient Name Description Status Startup Type Log Or A
'+ 3|C_ddFILEclient

Running  Manual

Stop the service

€

Restart the service \.“,\C_ddFILEsewer Manual Local S
£h1C_ddOPCclient Manual \bchos
&;}; IC_ddOPCserver Manual Local S

A.‘:;}:\KE and AuthlP IPsec Keying... The IKEEXT .. Running Automatic (T.. Local5

Aua_e o s sl [ E— [—

PucyHok 7 Cnyx6a 3anyLieHa

[encTBusa Nno octaHoBKE CJ'Iy)K6bI aHanornyHbl 4enNcTBUAM Npun 3anycke, HO B KOHTEKCTHOM MEHIO
BbI6VIpaeTCFI KomaHga Stop. I'Ipou,ecc OCTaHOBKM TaKXXe MOXET CONpoBOXAaTbCA BCMNJ1biIBAOLLMM OKHOM,
KOTOpOE 3aKpOeTCA aBTOMaTUYECKN.
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MHKOHT UHcTpykumsa no akcnnyatauum MK ONTU UK.OWOO 7 ) MHCODT

3 KoHdurypuposaHue MO

3.1 KoHdurypauma DiodeOPCUA

Bce Heobxogumble napameTpbl HaxogaTcs B daunne  KoHdurypauum  UAclientIC.ini,
pacnonoXeHne KOTOPOro ykasaHoO B MHCTpyKuum no yctaHoske [K OMNTU UK.ONOLO. dawnn
penakTupyeTcsl ¢ NOMOLLbI0 BCTPOEHHOIO TeKCToBOro pegakropa (hano B OC Linux). MNocne BHeceHus
N3MeHeHun, pann HeobxoaMMO COXpPaHUTb M 3aKpbITb. [na TOro YTobbl UIBMEHEHUSA BCTYNUIK B CUNy,
Heob6X0AMMO OCTaHOBUTb W 3aMyCTUTb CryXOy.

Ha pucyHke 8 oTpakeHbl 2 CEKLMM C NnapameTpamu.

recelver

address=1%2.168.100.10

replace

in= &

out=_

server

ig=1
urll=opc.tep://10.23.23.10:48011

fusertokentype=certificate
fusertokentype—username
fdefault wvalue:
fusertokentype=anonymous

fusername=userl

fpassword=/luserl

fsecpolicy=Basic2565ha25e
fdefault value:
f=zecpolicy=none

fmesmode=SignAndEncrypt
fmesmode=Sign

fdefault walue:
fmesmode=None

subscription

ic=1

interval=300

items

1;ns=2;s=TEST SIG.AT SIGNAL 000
2;ns=2;s=TEST SIG.AT SIGNAL 001

PucyHok 8 — Cogepxumoe harina KoHdurypauum ans cuctemMbl C OGHUM UCTOYHMKOM OaHHbIX

1 — receiver, cekuma napameTpoB MPOKCU-KOMMbIOTEpPA; 2 — Server, Cekuna napameTpoB
WUCTOYHMKA OaHHbIX, COAEPXUT noacekuun: subscription — napameTpbl NONyYeHUS AaHHbIX; items —
nepeyeHb Nony4aemMblx AaHHbIX (TEros).

B 3akoMMeHTMpOBaHHOW CeKuMn npeactaBfneHbl cnocobbl asTopmsaumn n wndgposaHve. Ons
NOOKIIYEHNA K cepBepy C aBTopmsaumen no naponto ybpatb KOMMEHTapuMh Ha CTpoudkax C
Heob6Xxo0ANMbIMU AaHHBIMU:

usertokentype=username

username=userl

password=userl
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MHKOHT UHcTpykumsa no akcnnyatauum MK ONTU UK.OWOO

¥ MHCO®T

CocTaB napameTpoB UCTOYHMKA B cekuMmM 2 npeacTasrieH B Tabnvue 3.

Tabnuua 3 — lNapameTpbl UICTOYHMKA B CEKLMN 2

replace
in= 3ameHa cMMBOMOB B Terax npu nepegayve Ha RX (npyn HeobxoammocTw)
out=
server Haasatwle cekumn — Cepsep.
CeKkumn «server» MOXeT ObITb HECKOMBbKO AN pasHbIX UCTOYHMKOB AaHHbIX.
id= YHUKaNbHbIN M OEHTUUKATOP NCTOYHUKA
Anpec cepsepa OPC UA.
Ha cnepytowen cTpoke MOXHO yKasaTb JOMOSNHUTENBHBIN agpec
urll= url2= gnsa pe3epBMpPOBaAHHOIO UCTOYHMKA AAHHbIX.
Mpn 3TO BaXXHO y4MTbIBaTb, YTO B TaKOM criyyae oba pe3epBMPOBaHHbIX MCTOYHMKA
AOIDKHbI cogepaTb B cebe ogmMHaKkoBbii Habop Teros.
restore= BkntoyeHne BoccTaHoBNeHUs gaHHbiX. MNapameTpsl 0,1.

subscription

Has3saHne noacekuunn — Nognucka
B KaXgom cekumm «servery cBos nogcekumns «subscription»

id=

YHUKanNbHbIN N OeHTUUKATOP NOAMUCKN.
id gomkeH OblTb YHUKaNbHbLIM OJ151 KaXKOOW CEKUMN «Servery

interval=

NHTepBan onpoca AaHHbIX B MUIMCEKYHAAX

MapameTpsbl

Tera B noacekumm «itemsy, Hanpumep,

«1;ns=2;s=GT10_DAIL.10MBA11CG101XQ01.PV;1000;1» npencrtaeneHsl B Tabnuue 4.

Tabnuua 4 — NapameTpbl Tera B Nogcekumm «items»

HasBaHune nogcekuun — O6bekTbl (Tern)

items o ,

B Kaykgon cekummn «Server» cBos MOACEKUMUsA «items»
1 YHUKanbHbIN aeHTUdMKaTop Tera

YHuKaneH ansa Bcero gpanna KoHgurypaumm
ns=:s=: MaoeHTudunkaTop Tera n3 MCTOYHMKA JaHHbIX

o1n napameTpbl HeobXxoanmo nonyynTb B UCTOYHUKE OaHHbIX

Ha PUCYHKe 9 npeacTtasrieH npumep Cbalhﬂa KOH(*)VIpraLI,I/II/I ana cuctembl C AByMA UCTOYHUKaMMU,
ocoboe BHUMaHUEM cnenyet yaenntb Ha BblAENEHHbIE XXUPHbIM YHUKalbHbIE VI,EleHTVI(pVIKaTOpr.

PucyHok 9 —

receiver

address=192.168.100.10

server

id=1

urll=opc.tcp://10.13.10.41:4840

subscription

id=1

interval=1000

items
1;ns=2;s=GT10_DAI.10MBA10CG101XQ01.PV
2;ns=2;5s=GT10_DAI.10MBY10DU050XQ01.PV
3;ns=2;s=GT10 DAI.10MBL11CT902ZQ01.PV
server

id=2

urll=opc.tcp://10.13.10.51:4840

subscription

id=2

interval=1000

items
11;ns=2;5=GT20_DAI.10MBA20CG101XQ01.PV
12;ns=2;5=GT20_DAI.10MBA21CG101XQ01.PV
13:ns=2;s=GT20 DAI.10OMBL11CT902Z001.PV

Mpumep ana KoHurypauumn ng cucteMbl C ABYMS UICTOYHUKAMU AaHHbIX
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WHKOHT WHcTpykuwms no skcnnyatauum MK OMTU UK. OO, , MHCODT

3.2 KoHdhurypauma DiodelEC60870-104

HacTtpowka npoTtokona M3K 60870-5-104 3akntoyaeTcs B HaCTpowke (pedaktuposaHum) hannos
koHdurypauumn dd104client.ini u dd104client.ini, pacnonoxeHne KOTOPbLIX yKa3aHO B WHCTPYKUMM MO
yctaHoBke [MK OMNTU UK. ONOL. dannbl penaktmpyeTcss € MNOMOLLBHO BCTPOEHHOrO TEKCTOBOIO
pegakTtopa (nano B OC Linux). lNocne BHeceHns1 uaMeHeHnn, hann Heob6XO0ANMO COXPaHUTb U 3aKPbITh.
[nsi Toro 4To6bl M3MEHEHWNSI BCTYNWUMMW B CUNY, HEOOXOAMMO OCTaHOBUTL U 3anyCTUTb CryxX0y.

receiver
address=192.168.100.10
port=46668

server
address=213.85.51.75
port=2404

PucyHok 10 — Cogepxunmoe canna koHdpurypaumm dd104client.ini
Onuncanune napameTpoB annoe kKoOHGQUrypaumm npeacraBneHo B Tabnuvue 5.

Tabnuua 5 — MNapameTpbl hannoB koHdurypaumm dd104client.ini

receiver HasBaHue cekuumm. Ce1<|_|,v|;| MOXeT ObITb TONMbKO OAHA B nNpedenax O[HOro
KOHJpUrypaumoHHOro gamnna.

address= IP agpec ogHoOHanpaBaeHHOro MHTepdenca Ha npuemHon ctopoHe. lepBbi NOpT

port= nepegayn No O4HOHaNpaBfeHHOMY UHTepdency, nocnenyolme cepeepa 3aHMmaroT
cnegyoLine noprhbl.

server HassaHve cekumn. KoruyecTtBo ceKkuMiA [OIMKHO COOTBETCTBOBATb KOMUYECTBY
MCTOYHWKOB AaHHbIX MO AaHHOMY MPOTOKOSTY.

address= IP agpec, nopt (06blMHO 2404) 1 obwmun agpec (0bbiMHO 1) cepBepa UCTOYHMKA

port= JaHHbIX.

Ana cuHxpoHu3auum n obecneyeHns OTCyTCTBUS HenpaBUIbHbIX AaHHbIX, Gl 3anpoc B CTOPOHY
NCTOYHUKA BbIMNOMNHSAETCS aBTOMATMYeCKM C MepuoauyYHOCTbI0 pa3 B 5 MuHyT. YacTtota 3anpoca
penakTUPOBaHUIO HE MOASEXNT.

receiver
port=46668
server
address=10.23.23.200
port=2404
queuesize=5
mode=1
PucyHok 11 — Cogepxunmoe canna koHdpurypauum dd104server.ini

OnucaHue napameTpoB ganna koHgpurypauum ddl04server.ini B Tabnuvue 6.
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WHKOHT WHcTpykuwms no skcnnyatauum MK OMTU UK. OO, ) MHCODT

Tabnuua 6 — NapameTpbl hannos KoHpurypauun dd104server.ini

HasBaHue cekuun. Cekumst MoxeT OblTb TONbKO OAHA B npedenax OQHOro

receiver _
KOHpUrypaumoHHOro ganna.
MepBbIM NOPT nNepefayn MO OOHOHaNpPaBNeHHOMY WHTepdency, nocnegyowme
port= cepBepa 3aHMMAalOT criegylouwune nopTtel. Homep nopta OOMmKeH COOTBEeTCTBOBAaTb
nopTy Ha cTopoHe TX
server HassaHve cekumn. KomuyecTBo cekuuMii [OOMKHO COOTBETCTBOBATb KOMUYECTBY
WMCTOYHWKOB AaHHbIX MO AaHHOMY MPOTOKOSY.
address= IP agpec v nopT cepBepa AaHHbIX Ha cTopoHe RX. [1ns KaXkaoro MCTOYHMKa Ha CTOPOHE
port= TX HeobxogMmo npegycMOTPeTb CBOE YHMKanbHoe codeTaHue |IP-agpec/mopT Ha
cTopoHe RX.
queuesize= Pa3wmep 6ydepa gaHHbIX. 3TO 3Ha4eHne AOMKHO ObITb paBHO KONIMYECTBO TErOB
NMOMHOXEHHOE Ha 2 AN KOPPEKTHON paboThl.
MapameTp mode MOXeT npMHMMaTh Bcero 2 3HayeHna 0 m 1 :
mode= 0 - kK cepBepy Ha RX MOXeT NoAKMounMTCA TONbKO 1 KNMEHT 1 ecTb Bydep AaHHbIX

1 - K cepBepy Ha RX MOryT nogkno4mMTCs HECKONBKO KIMEHTOB, HO Bydepa AaHHbIX
HeT
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3.3 KoHdurypaumsa DiodeFILE

HacTtpoika nepegauM aunnoB 3akniyaeTcsa B HacTponke (pefakTupoBaHun) daunna
koHpurypauuu ddFILEclient.ini pacnonoxeHne KOTOPoro ykasaHo B MHCTPYKUuK no yctaHoske MK OMNTU
MK.ONOM. dann pegaktmpyeTcs ¢ NOMOLLbIO BCTPOEHHOIO TEKCTOBOro pedakrtopa (nano B OC Linux).
lMocne BHeECEHUs] U3SMEHEHMIA, hanyl HEOBXOOUMO COXPaHUTb U 3akpbITb. [ TOro Ytobbl M3MEHEHUS
BCTYNWNn B CUny, HEOBXOAMMO OCTAHOBUTL M 3anyCTUTb CryXOy.

dann ddFILEserver.ini. — He TpebyeT pedakTnpoBaHus.

[=] ddFILEclientini E3

1 receiver

2 address=192.168.100.10

3 filedir

4 path=fhomefftpuserfftpfupload
sendparam

speed=40000000
deletesentfile=1
dontsendafter=24

PucyHok 12 — MNMpumep koHdurypaumoHHoro cdarina ddFILEclient.ini

Heobxoanmble napameTpbl 418 peaakTMpoBaHUS:

deletesentfile — yganeHue dannos nocne nepegayn. MNapameTtpsoi 0,1

dontsendafter — He nepecbinatb annbl CTaplie YKasaHHOro 3HadeHust B 4acax. 0 —
nepecbinaTb Bceraa.

© 000 «MHCO®T», 2024 ®opwmat A4 Ctp. 11 un3 24



WHKOHT WHcTpykuwms no skcnnyatauum MK OMTU UK. OO, , MHCODT

3.4 KoHdurypauma DiodelEC61850

HacTtpowka npotokona M3OK 61850(MMS) 3akntovaeTca B HacTporke (pegaktnposaHun) danna
KoHpurypauumu Config.json, pacnonoxeHue KOTOPOro ykasaHo B MHCTPYKuuu no yctaHoBke MK OMNTU
MK.ONOM. dannbl pegaktupyeTcs ¢ NOMOLLbI0 BCTPOEHHOTO TEKCTOBOro pegakropa (nano B OC Linux).
lMocne BHeCEHUs] 3MEHEHMI, hannl HEOBXOOUMO COXPaHUTb U 3akpbiTb. [ TOro YToObl M3MEHEHMS
BCTYNWNN B CUry, HEOBXOAMMO OCTAHOBUTL M 3anyCTUTb CryXoby.

KoHdpurypaumoHHbie doarnbl OmKHbl ObITb MOEHTUYHBI Ha KNneHTe u cepeepe IEC61850 (MMS).

Mpn cTapTe KnuMeHTa, ANS BCEX BKIIOYEHHbIX OTYETOB MNPOUCXOAUT pe3epBUPOBAHNE He
Bydepun3npoBaHHbIX OTYETOB, yCTaHOBKa onumn «TrgOps», «Optionsy, «BufTmy, «IntgPd», akTnBaums
BCEX OTYETOB, €CMM OHU He BbINn aKTUBHbLI, U OTNpaBnseTcs KomaHaa obuiero onpoca, ecnu obwui
ONpOC BKITOYEH ANg OTYeTa.

Mopsimok napameTpoB (data attribute) B dhanne KoHdurypauum [OMKEH COOTBETCTBOBaTb
nopsAKy NnapameTpoB B OnpallvMBaeMblX YCTPONCTBAX.

HeHyxHble nornyeckmne yctponctea (logical node), nornyeckue yanel (logical node), o6bexTbl
(data object), Habopbl gaHHbIX (data set) n otdeTbl (report control) Tpebyetca yganutb M3 danna
KOHdburypaumm.

3.4.1 AsMeHeHMe HaACTpOEK NpoToKona

MonHbIn nepeyeHb napameTpoB Ajsd 0gHOro yCTpOVICTBa OornncaH B Ta6r||/|u,e 7.

Tabnuua 7 MNepeyeHb napameTpos B avne Config.json

MapameTp OnucaHve napameTpa
IpAddress IPv4 appec ycTponcTea
Port MopT ycTponcTtea
ModeData Pexwum onpoca o6bekToB
ModeDataSet Pexwum onpoca HabopoB AaHHbIX
ModeReportControl Pexum onpoca otyeToB
Password Maponb Ansg NoaKNtoYeHnst K yCTPoONCTBY
ClientCertificatePath MyTb k cepTMdumKaTy KNneHTa
ClientCertificatePasswordP
ath MyTb Kk Naponto gns ceptudmkaTa KnneHTa
CACertificatePath MyTb k CA cepTudukaty
MODEL CTpykTypa ycTponcTea
MODEL
DataModelName Nma mopenum
LD Cnmncok nornyeckmx yctponcts (logical device)
LD
LogicalDeviceName Mmsa nornmdeckoro yctponcrtsea
LN Cnucok nornyecknx yanos (logical node)
LN
LogicalDeviceName Mmsa nornyeckoro ysna
DO Cnucok obbekToB (data object)
DS Cnucok HabopoB AaHHbIX (data set)
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MapameTp OnucaHve napameTpa
RC Cnucok otyeToB (report control)
RC
ReportControlName Mmsa oTyeTa
ReportControlld Mn otyeTa

IsActive AKTUBHOCTb OTYeTa
IsVisibility OTobpaxaTb JaHHbIN OTYeT B AepeBe 00bekToB Ha RX-host
IsBuffered Bydepusauusa
DataSetName Mms Habopa gaHHbIX
ConfRef PeBu3nsa koHdurypaumm
TrgOps MapameTpbl Tpurrepa
Options Onuun
BufTm bydepHoe Bpems
IntgPd Bpems LmknmMyeckon paccbisiku
DC
DataSetName Nms Habopa aaHHbIX
DE Cnm1cok aneMeHToB Habopa AaHHbIX

DO

DataObjectName

Nmsa obbekTa

NumberOfArrayElements

Konun4yecTtBo a51ieMEHTOB B MaccuBe

DO

Cnucok BnoxeHHbIx 06bekToB (data object)

DA

Cnucok napameTpos (data attribute)

DA

DataAttributeName

Wma napameTtpa

NumberOfArrayElements

Konun4yecTtBo a51eMeHTOB B MaccuBe

DA

Cnncok BrnoxeHHbIx napameTpoB (data attribute)

DataAttributeType Tun napameTpa
FunctionalConstraint DYHKUMOHANbHbIN KOHTENHED
TriggerOptions Tpurrep

SignalAddress Appec curHana

Value 3HayeHne No ymon4yaHuo
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3.5 KoHdhurypaumsa DiodeEMAIL

HacTponka knueHta\cepBepa SMTP 3akntovaetca B HacTpowke (pepaktupoBaHun) dharna
KOHMrypaumm appsettings.json, pacrnonoxeHne KOTOpOro ykasaHO B MHCTPyKuuu no yctaHoBke [1K
OnTUn NK.ONOL. dann penaktnpyeTcsi ¢ NOMOLLBbIO BCTPOEHHOIO TEKCTOBOro pegdakropa (nano B OC
Linux). MNocne BHeceHUs n3MeHeHUn, ann HeobxoaMMO COXpaHUTb M 3akpbiTb. [ns Toro 4Tobbl
N3MEHeHMs BCTYNUNN B CUIy, HEOBXOAMMO OCTaHOBUTL U 3anyCTUTb Cryxoby.

KoHdurypaumoHHble dannbl 4omMkHbl OblTb MOEHTUYHBI HA KNueHTe u cepBepe DiodeEMAIL
nepeyveHb HACTpoeK onucaH B Tabnuue 8.

Tabnuua 8 MNepeyeHb napameTpoB B hanne appsettings.json

MapameTp OnucaHve napameTpa

Logging

Path MyTb k Log-channy c umeHeM harina

Append MepesanucaTb Log-dann npu nepesanycke MO

MinLevel YpoBeHb coo0LeHN anst 3anucn B Log-dain

FileSizeLimitBytes Pasmep Log-dhanna

MaxRollingFiles MakcumanbHoe konuyecTso Log-carnos
Settings

ClientDiod_SmtpServerPort MopT SMTP cepBepa 6e3 wndpoBaHns

ClientDiod_SmtpServerPortSSL MopT SMTP cepBepa c SSL

ClientDiod_UsernameConnectionSSL Mmsi nonb3oBatens npu pabote ¢ SSL

ClientDiod PasswordConnectionSSL Maponb nonb3oBartensi npu paboTte ¢ SSL
ClientDiod_SmtpServerPortTLS MopT SMTP cepBepa ¢ TLS
ClientDiod_NamecCertificateFile MyTb k dhanny ceptucpmkata X.509 c umeHem carna

ClientDiod_NamecCertificatePasswordFile [[yTb k dhariny napons ceptudmkata X.509 ¢ umeHem carina

ClientDiod_MaxMessageSize MakcrmanbeHbI pa3mep cooOLLeHnst

MakcnmanbHOe KONMM4ecTBO NMOBTOPHbLIX MOMNbITOK, pa3pelleHHbIX

ClientDiod_MaxRetryCount y
ANs HeyaayHoW KOMaHAbl

MakcumarnbHOe KONMMYECTBO MOMbITOK ayTeHTUdMKauum npu

ClientDiod _MaxAuthenticationAttempts .
- Heyaa4Hown ayTeHTudunkaunm

Tanm-ayT, MCMNOMb3yembli BO BpeMs OXMAaHWUS KOMaHObl OT

ClientDiod_CommandWaitTimeout
KnueHTa

ClientDiod_ProtocolType Tun npoTokona Ans KoNMPOBaHWA COOBLLIEHUI C MOYTOBOTO SILLUKA

Appec cepBepa BXoAsiLLEeN NOYTbl 41151 KOMMPOBaHUSA COOBLLIEHNI C

ClientDiod_Pop3ImapServerlp
MOYTOBOrO AiLLMKa
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MapameTp

OnucaHne napameTpa

ClientDiod_Pop3IimapServerPort

|_|OpT cepBepa BXOAALLEN NoYvTbl Ans KonnpoBaHuA coobLueHnn ¢
NOYTOBOIO ALLUKa

ClientDiod_UsernameConnectionPop3Im
ap

OnEeKTPOHHbIA agpec MNoYTbl ANS KOMMPOBaHMSI COOBLLEHUA C
NMOYTOBOrO SALLMKA

ClientDiod_PasswordConnectionPop3im
ap

Maponb NoYThl ANA KONMPOBAaHUSA COOBLLEHUI C NOYTOBOIO ALLMKA

ClientDiod_DefaultEmailForReplacement

A,D,pec nony4yartena nmcem npu KonnpoBaHuUn nmncem C no4YToBoro
AUMKa Mo ymon4aHuto

ClientDiod_SecureOptions

YpoBeHb 6GesonacHocTn Aans
NMo4YTOBOrO ALLUKA

KOMMpoBaHUA coobLleHnn ¢

IpServer

IPv4 agpec ons nogknioveHus KnneHTa K cepBepy

PortServer

MopT ANst NOAKIOYEHUS KIMEHTa K cepBepy

MaximumNumberRecordsBufferUdp

MakcrmarbHoe KonnyectTso coobLleHunii B Bydepe anst oTnpaeku
OT KIMeHTa K cepBepy

SetCountPackages

KonnyecTtBo nakeTos, oTnpaBndaemMbIX npu 3anncm B O4HOM UKUKNe

TimeoutSetPackages

BpeMFI OXnaaHua mexny OTI'IpaBKOIZ NnakeToB B OAHOM LUKIe

PackageSize

Pasmep nakeTa ana otnpaBku

ServerDiod_SmtpServerlp

Appec SMTP cepsepa onst o6paboTkm nucem ¢ lona

ServerDiod_SmtpServerPort

MopT SMTP cepBepa 6e3 wngposaHusa ans o6paboTku nucem ¢
Onopna

ServerDiod_SmtpServerPortSSL

MopT SMTP cepeepa ¢ SSL ans obpaboTkm nucem ¢ uoaa

ServerDiod_UsernameConnectionSSL

Mms nonb3oBatens (agpec NovToBOro siluka) npu pabote ¢ SSL

ServerDiod_PasswordConnectionSSL

Maponb nonb3oBaTtens (NOYTOBOro fAlmMKa) npy pabote ¢ SSL

ServerDiod_SmtpServerPortTLS

MopT SMTP cepBepa ¢ TLS gna obpaboTkm nucem ¢ [lnoaa

ServerDiod_UsernameConnectionTLS

Mmsi nonb3oBatens (agpec novToBOro siwuka) npu pabote ¢ TLS

ServerDiod_PasswordConnectionTLS

Maponb nonb3oBaTtens (MOYTOBOro sAliMKa) npy paboTte ¢ TLS

ServerDiod_CheckCertificateRevocation

BkntoueHune npoBepku oT3biBa cepTudmkaTa

ServerDiod_IssuerCertificate

N3paTtenb ceptudhmkata (Certificate issuer) SMTP cepsepa gns
obpaboTku nnucem ¢ inoaga

ServerDiod_SerialNumberCertificate

CepunHbin Homep ceptudmnkata SMTP cepepa gns o6paboTkm
nucem ¢ [lnona

ServerDiod_ThumbprintCertificate

OtnevaTok ceptudukata (Certificate thumbprint) SMTP cepsepa
ana obpabotku nucem ¢ [inona

ServerDiod_ServerCertificateValidation

Pexum npoBepkn cepTtudmkata SMTP cepsepa gnst o6paboTtku
nucem ¢ [lnona
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MapameTp

OnucaHne napameTpa

ServerDiod_MaxCountSimultaneousConn
ections

KonunyectBo ogHOBpEMEHHbIX MOAKMIYEHUN K cepBepy

ServerDiod_MaxCountSendMalil

KonnyecTtBo NonbITOK OTnpaBkK NUCbma npu HeynaquVl oTnpaBke

ServerDiod_EnableReplaceMailFrom

BkroveHnst 3ameHbl NOYTOBOTO agpeca oTnpaBuTend

ServerDiod_ReplaceMailFrom

A,qpec Ona 3aMeHbl NOYTOBOIo agpeca oTnpaBUTENA
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3.6 KoHdurypauma DiodeSNMP

Hactponka npotokonia SNMP 3aknio4vaetca B HaCcTpounke

¥ MHCO®T

(pepaktnpoBaHuu) cpannos

KoHpurypauumn ConfigSnmpGet.json, ConfigSnmpSet.json, pacnonoxeHue KOTOPbIX YKa3aHO B
nHCcTpykumn no yctaHoke MK OMNTUN MK.ONOLO. dannbl pegaktupyeTtcsi ¢ MOMOLLBbI BCTPOEHHOMO
TekcTtoBoro pegakropa (nano B OC Linux). lNocne BHeCEHNSA N3MeHEHUR, ann HeoBXO0ANMO COXPaHUTb
1 3aKpbITb. [1NA TOro YTo6bl U3MEHEHWs1 BCTYNWIN B CUITY, HEOBXOOUMO OCTaHOBUTb M 3anNyCTUTb CryX0y.

3.6.1 U3ameHeHMe KOHUrypaLuoHHbIX napameTpoB B ¢panne ConfigSnmpSet.json

MonHbIN NepedYeHb NapaMeTpoB onucaH B Tabnuue 9

Tabnuua 9 lNepeyeHb napameTpos B avine ConfigSnmpSet.json

MapameTp Onwncaxue napameTpa
Snmplp IPv4 agpec yctponctea Rx
SnmpPort MopT Snmp ycTtponctea Rx

SnmpCommunity

Community yctponcTtea Rx

BeginningOids

HavanbHbIn agpec and (bOpMI/IpOBaHI/IFI CnncKa agpecos anda 3anuncu

SnmpVersionNetSnmp

Bepcusi Snmp Anst NoAKmioYeHnst K CTOPOHHMX CUCTEM

SnmpCommunityNetSnmp

Community 4nsi CTOPOHHUX CUCTEM V2C

SecureLevelNetSnmp

YpoBeHb ayTeHTUDUKALMS A1 CTOPOHHUX CUCTEM V3

SnmpV3LoginNetSnmp

Mms nonb3oBatens gns CTOPOHHUX CUCTEM v3

SecurityAuthNetSnmp

MpoTokon 6e3onacHOCTX Napons AN CTOPOHHUX CUCTEM V3

SnmpV3AuthPasswordNetSnmp

Maponb ayTeHTMdMKauumn gns CTOPOHHMX CUCTEM V3

SecurityPrivNetSnmp

MpoTokon 6e3onacHOCT Napons At CTOPOHHKX CUCTEM V3

SnmpV3PrivPasswordNetSnmp

KnioueBas gpasa 6e3onacHOCTU A1 CTOPOHHUX cMcTeM V3
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{

E "PC1": { "Homep ycTpolicrEa - 1"
"SnmpIp": "127.0.0.1",
"SnmpPort":
"SnmpVersion": 1,
"SnmpCommunity"”: "public”,
"SecureLevel": "",
"SnmpV3Login":
"SecurityAuth":
"SnmpV3AuthPassword":
"SecurityPriv": "",
"SnmpV3PrivPassword":
"Group": 1,

161,

w
r
o
I

o
’

o
’

H "Oids": {
"1.3.6.1.2.1.1.1.0": "octet_str",
"1.3.6.1.4.1.232.1.2.2.1.1.3.0":
= }
= s
B "PC2": { "HoMep ycTpolicTBa - 2"
"SnmpIp": "127.0.0.1",
"SnmpPort": l6l,
"SnmpVersion": 2,
"SnmpCommunity"”: "public”,
"SecureLevel": "",
"SnmpV3Login": "V,
"SecurityRuth": ""
"SnmpV3AuthPassword”: ""
"SecurityPriv": ""
"SnmpV3PrivPassword": "",
"Group": 1,
H "Oids": {
"1.3.6.1.2.1.1.1.0": "octet_str",
"1.3.6.1.4.1.232.1.2.2.1.1.3.5":

"PC3": { "Homep ycTpolcrea - 3"
"SnmpIp": "127.0.0.1",
"SnmpPort": 16
"SnmpVersion"
"SnmpCommunity": ,
"SecureLevel": "authPriv",
"SnmpV3Login": "User",
"SecurityAuth": "MD5",
"SnmpV3AuthPassword":
"SecurityPriv": "DES",
"SnmpV3PrivPassword":
"Group": 1,

"Oids": {
"1.3.
RrEE

"incontrol",

"incontrol",

6.1.4.1.232.1.2.2.1.1.3.0":
@elloblolle@3 A1l 2a@--1.53.78

¥ vHCO®T

"HoMep mapaMeTpa - 1, oid: 1.3.6.1.4.1.4446.1.1"
"octet str" "moMmep mapameTpa - 2, oid: 1.3.6.1.4.1.4446.2.1"
"nmoMep mapameTpa - 1, oid: 1.3.6.1.4.1.4446.2.1"
"integer#temperature" "zHomep mapameTpa - 2, oid: 1.3.6.1.4.1.444¢6.2.2"
"octet str", "Homep mapamerpa - 1, oid: 1.3.6.1.4.1.4446.3.1"
"integer" "HoMep mapameTpa - 2, oid: 1.3.6.1.4.1.4446.3.1"

PucyHok 13 Mpumep dhopmMmpoBaHUA HOMEPOB YCTPOMUCTB (MapaMeTpoB)
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=

L

"PC1": {
"SnmpIp": "127.0.0.1",
"SnmpPort": ’

"SnmpVersion": 1,
"SnmpCommunity”: "public",
"Securelevel": "",
"SnmpV3Login":
"SecurityRuth":
"SnmpV3AuthPassword":
"SecurityPriv":
"SnmpV3PrivPassword": "",
"Group": 1,
"Oids": {
"l.3.6 1
"l.3.6. .23
"HoErmi napameTp'

"
r
nn
r

0 "octet str",
.1.2.2.1.1.3.0": "octet_str",

"BC2M: ]
"SnmpIp": "127.0.0.1",
"SnmpPort": B
"SnmpVersion": 2,
"SnmpCommunity”: "public",
"Securelevel": "",
"SnmpV3Login": "™
"SecurityAuth":
"SnmpV3AuthPassword":
"SecurityPriv": ""
"SnmpV3PrivPassword":
"Group": 1,

"O0ids": {
"1.3.

1.1
1.2
T

1.0 cte
32.1.2.2.1.1.3.5": "integer#temperature”,
"HoErD1 napameTp"”

}

}I

"BC3": |
"SnmpIp": "127.0.0.1",
"SnmpPort": B
"SnmpVersion": 3,
"SnmpCommunity"™:
"SecurelLevel": "authPriv",
"SnmpV3Login": "User™,
"SecurityAuth": "MD5",
"SnmpV3AuthPassword": "incontrol”,
"SecurityPriv": "DES",
"SnmpV3PrivPassword": "incontrol”,
"Group": 1,

"oids": {
"l.3.6
"l.3.6.

.0": "octet_str",
7" "integer",

}
}!

"Hoeoe ycTpolicTBO"

PucyHok 14 MNpumep gobaBneHms HOBOro ycTponcTea (napameTpa)

3.6.2 KoHdmrypupoBaHue dpanna ConfigSnmpGet.json

MonHbIN NepeYeHb NapaMeTPOoB ANdA Ka4oro ycTponcTea onucad B Tabnuue 10

Tabnuua 10 MNepeyeHb napameTpoB Ansa ycrponcTtea B ¢harine ConfigSnmpGet.json

¥ MHCO®T

MapameTp OnucaHve napameTtpa
Snmplp IPv4 agpec ycTpoucTea
SnmpPort MopT Snmp ycTtponcTea

SnmpVersion

Bepcus Snmp

SnmpCommunity

Community yctponcTtsa v2¢

SecurelLevel

ypOBeHb ayTeHTI/ICbVIKaLI,VIﬂ Ona CTOPOHHUX CUCTEM v3
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MapameTp

OnucaHne napameTpa

SnmpV3Login

Mmsa nonb3oBaTensa ons CTOPOHHUX CUCTEM v3

SecurityAuth MpoTokon 6e3onacHOCTM Napons ycTponcTea v3
SnmpV3AuthPassword |[Maponb ayTeHTudmMKauumn ycTpomncTaea v3
SecurityPriv MpoTokon 6e3onacHOCTM Napons ycTponcTea v3
SnmpV3PrivPassword  [KntoueBas dppasa 6e3onacHOCTU yCTponcTBa v3
Group Howmep rpynnbl

Oids Cnuncok napaMeTpoB Ans 3anucu
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3.7 KoHdurypauumsa DiodeModbus

¥ MHCO®T

HacTponka npotokona ModBus TCP(RTU) 3akntovaetca B HacTpouke (pedakTMpoBaHWK)
dannoB KoHpurypaumm config.json, appsettings.json pacnonoxxeHue KOTopbIX ykasaHO B UHCTPYKLUMK MO
yctaHoBke [MK OMNTU UK. ONOL. dannbl penaktmpyeTcs € MNOMOLLBO BCTPOEHHOrO TEKCTOBOIo
pegakTtopa (nano B OC Linux). lNocne BHeceHns1 uameHeHnn, hann HeobXO0ANMO COXPaHUTb U 3aKPbITh.
Anga Toro 4to6bl N3MEHEHNS BCTYNWUN B CUIY, HEOBXOAMMO OCTaHOBUTL U 3anyCTUTb Cryx0y.

3.7.1 A3aMeHeHMe HacTpoeK NpoTokKona

MonHbI NepeyeHb NapameTPOB Assi OOQHOMO YCTPOMCTBa onucaH B Tabnuue 11

Tabnuua 11 MNepeyeHb napameTpos B channe config.json

MapameTp OnucaHune napameTpa
id Id ycTponcTBa
ip IPv4 agpec yctpowcTea
port MNopT ycTponcTtea
path Mmsa nocneposaTtensHoro nopta RTU ycTponcTtea
rtu_ip IPv4 agpec ana yctpornctea RTU Ha rxhost
rtu_port MopT ans yctponctea RTU Ha rxhost
slave_id Slave id RTU ycTtponcTea
timeout MNyTb K Naponto ona cepTugukaTa KrmeHTa

rc (0x01)

first_address

CrapTtoBbii agpec

guantity Konnyectso

rdi (0x02)
first_address CrapTtoBbili agpec
guantity Konnyectso

rhr (0x03)
first_address CrapTtoBbili agpec
guantity Konnyectso

rir (0x04)
first_address CrapTtoBbili agpec
guantity Konnyectso

serial_ports

path Mmsa nocnegoBaTensHOro nopra
baud_rate CkopocTb nepegayv AaHHbIX
data_bits Pa3smep cumBona
flow_control MexaHn3m ynpaBneHus NoTOKOM
parity Pexxum npoBepku 4YeTHOCTH
stop_bits Konuuectso cton-6utos

receive_timeout

Bpems oxunpaHus otBeTa
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3.8 KoHdurypaumm OPC DA

OPC DA knueHT paboTaeT Ha onepaumnoHHon cucteme Windows B cuny npMMeHeHUs MexaHmama

DCOM.

HacTtponka npotokona OPCDA 3akniodaetcsas B HacTponke (pedaktupoBaHuu) danna
KoHdurypauumn ddOPCclient.ini, pacnonoXeHne KOTOPOro ykasaHO B WMHCTPyKuum no yctaHoBke [1K
OnTUn NK.ANOL. dann pegaktnpyeTcsi C NOMOLLbIO BCTPOEHHOIO TEKCTOBOro pegakrtopa (notepad B OC
Windows). Nocne BHeceHMs nameHeHun, dann HeobXxoauMO COXpaHUTb U 3akpbiTb. [ns Toro 4toObI
N3MEHEHMS BCTYNUNN B CUIY, HEOOXOAMMO OCTaHOBUTL U 3anyCTUTb Cryx0y.

Ha PucyHok 15 nokasaH npumep anna KoHpurypauuu.

#replace
#in= &
#out=_

receiver
address=192.168.1668.186
port=45667

server
id=1

ProgID=0PC.T3800
address=127.6.8.1
#HdaProgID=0PC.T30686 . HDA
#HDAaddress=192.168.159.137
#prefix=Test.

#restore=1

group

id=1

updaterate=1886

items
1;P0AEEQ1ICERL28XQ01 ;8 ;HDA/BGBAEEQLCERL28X0B1
2, DEAEER2CEGB3EXQ01

PucyHok 15 Cogepxumoe charna KoHdurypauum

CocTaB napaMeTpOB UCTOMHUKA NpeacTaBneH B Tabnuue 12.

Tabnuua 12 — NapameTpbl UICTOYHMKA

replace

in= 3ameHa cMMBOIOB B Terax npu nepegadve Ha RX (npu HeobxoammocTw)

out=

receiver -

address Agpec npyHMMatowen Hoabl, YCTAHOBIIEH NO YMOSYaHUIO U HE U3MEHSeTCa. Tak xe

port MOXXHO MOMEHSATb NOPT A5 nepegayn (ecrnm Heobxogmumo)

server Hasaal:wle cekumn — Cepsep.
CeKkumnn «server» MOXeT ObITb HECKOMNBbKO AN pasHbIX UCTOYHMKOB JaHHbIX.

id= YHUKaNbHbIN M OEHTUUKATOP NCTOYHUKA

ProgID= ID cepepa OPC DA

HdaProgID= ID cepsepa OPC HDA (mpy HanuuuMm onumyv K BOCCTAHOBMEHWUIO WCTOPUYECKMX
AaHHbIX)

address= IP agpec cepBepa-UCTOYHUKA

HDAaddress= Agpec OPC HDA cepsepa (ecnu otnnyaetcsa ot OPC DA)

prefix= Mpedukc gobaBnseTca K MMeHu Tera (Npn HeoBX0ANMOCTH)
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restore=

Onumsi BOCCTaHOBMNEHUA (Lo3anpoca) UCTOPMYECKUX AaHHbIX MOCe npepbiBaHus
cBA3n txhost ¢ cepBepOM-UCTOYHUKOM.

“1” - BKNIOYEHO

“0” — OTKMYEHO

group

HasBaHue nogcekumn — 'pynna nognuckm
Kaxxgas cekums «Servery cogepXmUT OT OHOM 40 HECKOMbKMX NOOCEKUMIA «group»

id=

YHUKanbHbIN naeHTudukatop Ipynnbl NOAMUCKN.
id rpynnbl 4OMmMKEH ObITb YHUKANbHbIM 115 KaXXA0W CEKLMN «Server»

updaterate =

MHTepBan onpoca AaHHbIX B MunnucekyHaax, 0-MmHMManbHbIn BO3MOXHbIN MHTepBar,
yCTaHaBNMBAEMOW CUCTEMOW CaMOCTOATENBHO

items

HassaHwne nogcekummn — O6bekTbI (Tern)
B Kaxkgom cekumm «group» CBOsI NOACEKUMS «itemsy

MapameTpobl Tera B noacekumm «itemsy, Hanpumep, «1;
00AEEO01CE012&XQ01;0;HDA/0OOAEEO01CE012&XQ01» npencrasneHsbl B Tabnuue 13.

Tabnuua 13 — NapameTpbl Tera B noacekumnn «items»

1

YHuKanbHbIN naeHTUdunKaTop tera
YHuKaneH anga Bcero panna KoHgurypaumm

00AEE01CE012&XQ01;0;HDA/0OAEE01CE012&XQ01 | DA) (HeobssaTenbHbl napameTp). [lpu HacTpovike

nmsi Tera OPC DA; Tmn gaHHbIX Tera (Heobsi3aTenbHbIN
napameTp); nmsa tera OPC HDA (ecnu otnnyaeTcs oT

Tera OPC HDA ob6si3aTenbHO ykasbiBaTb TWUM AaHHbIX
(ecnu HemnsBecTeH, ctaBum Q)
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3.9 KoHdhurypaumsa DiodeFILE

KoHdurypaums sepcum ana Windows BbINoMHAETCS aHanornyHo sepcum gng Linux (cm. n. 3.3)

HacTpoika nepegayM aunnoB 3akniyaeTcsa B HacTponke (pefakTupoBaHun) damnna
koHdurypauum ddFILEclient.ini pacnonoxeHne KOTOPOro ykasaHo B MHCTPyKUuK no yctaHoske MK OINTU
MK.ONO[M. dann pepaktupyeTcss C NOMOLLBbO BCTPOEHHOro TeKCToBOro pegakrtopa (notepad B OC
Windows). Nocne BHeceHMst nameHeHun, dann HeobXoANMO COXPaHUTb M 3aKpbiTb. [ns Toro 4ToobI
N3MEHeHUs BCTYNUNN B CUIy, HEOBXOAMMO OCTaHOBUTL U 3anyCTUTb Cryxoby.

®ann ddFILEserver.ini. — He TpebyeT pegakTMpoBaHus.

[=] ddFILEclientini E3

1 receiver

2 address=19%2.168.100.10

3 filedir

4 path:fhomefftpuserfftpfupload
sendparam

speed=40000000
deletesentfile=1
dontsendafter=24

PucyHok 16 — MNMpumep koHdurypaumoHHoro carna ddFILEclient.ini

Heobxoanmble napameTpbl Anst peaakTMpoBaHUS:

deletesentfile — yganeHue dannos nocne nepegayn. MNapameTtpsi 0,1

dontsendafter — He nepecbinate (pannbl cTaple ykKa3aHHOro 3HadeHuss B 4acax. 0 —
nepecbinaTb Bceraa.

© 000 «MHCO®T», 2024 ®opwmat A4 Ctp. 24 n3 24



